Remote Access (Citrix Access Gateway CAG)—-Reguests must made at the VA

1) To obtain a Remote Access Account use this link:
https://vpnportal.vansoc.va.gov/SelfService/ (accessible within the VA network only).

2) Click “REQUEST VPN ACCOUNT”

Office of Information Security

Network Security Operations Center
Remote Access Self Service Portal

Link to RAPortal Site

Remote Access User Profile:

We could not find a remote access account for the supplied usemame. You may request one now.

Use r Docum ents:

3) Type in your secondary email, the last 4 of your social security, mail code 112, select
personally owned equipment, and the justification is: Resident physician requiring remote
t tient medical ds f h call at the va. Finally Clinic Conti

- B userPortal

STEP 1: Verify your info rmation and complete all fields

Mame: Your name will be here automatically — if not, please contact your VA POC
Email: |VA Email will be here Jutomatically

Secondary Emsil: | |{optional) Put your Stanford/Person Email here
Phore : |650-423-5000 |

Secondary Phone: | |ioptional)

Last 4 of S5 — |Put the last 4 of your social security here

Msil Gode: | | 112

Type(s) of computers) youvilbe | Corporate Dwned Equipment

wsing to remotehy connect: } )
Pleaze press the Contrd (i) ley | D00 Fumnished Equipment

to select multiple computer types M
< onally Owned Equi

State Government Furnished Equipment
WA Government Fumished Equipment

Furnished Equipment

JustFition for Aooount :
Justification: Resident physician requiring remote access to patient

medical records for when on-call at the VA.

Continue



https://vpnportal.vansoc.va.gov/SelfService/

4) Select CA, then VA Palo Alto Health Care System, then click continue

B user Portal
STEP 2: Selact your facility
Locte your fadity:
| VA Palo St Heath Care System W

3801 Mrands Avenus
Palo Alto, CA 94304

| Back || Continue |

5) Select VA Employee, then Select De La Paz, Mehgan as your supervisor. Then Select the box

B userPortal

STEP 2: Select Account Type and identify your Company and Supervisor

Accourt Type: | va Employes v/

Compeny: artmert of Veterans Affais

Supervisor: | Ce L= Paz, Mehgan I|\""l ThE & my supenvsor

Back

6) Ensure all of your information is correct, then click the certification box and submit the

| B user Portal

STEP 4 Verify and submit request

Please veriy the folowing informetion is corred before submitting:

Mame:

Emai:

Phone : 650-493-5000

SEM:

Company: Departme nt of Veterans Affairs
Facilty: VA Pelo &lto Hesth Care System

Mail Code: 112

Account Type: VA Employee

Computer Type: Personaby Cvmed BEquipment ;

["] By checking this box, T crtfy that the information suppied in this
fomis accurate to the best of my knowkdge. 1 2kso cartify that my VA
Privacy and Information Securty Rules of Behavior yearhy training
requrement 5 wwrrent and I will keep t cumrent to neintain my emote
FOESS privilege,

Back Submit Request
7) You will be notified (by VA outlook email & the personal email you entered) when your
account has been approved and activated.

8) After receiving the activation email you will need to complete the next step to get
MobilePASS.



9) From an iPhone or Android app store download Safenet MobilePASS

Link to itunes store https://itunes.apple.com/us/app/safenet-
mobilepass/id364682261?mt=8

11) Log into a VA computer and connect to the VA Enrollment Portal:
https://otp.strongauth.va.gov/rdweb.
Click on CAG OTP Soft-Token Enrollment.

Wi Remote Desktop Services Default Connection
a "':; ,',-"' RemoteApp Connection - VA Strong Authentication for Administrators (CVRI)
RemoteApp Programs .':_.. Help
a
CAG OTP Soft-Token
Enroliment
Tam using a private computer that complies with my organization’s security policy. (More infarmation.)
£ windows server son - pr—



https://itunes.apple.com/us/app/safenet-mobilepass/id364682261?mt=8
https://itunes.apple.com/us/app/safenet-mobilepass/id364682261?mt=8
https://otp.strongauth.va.gov/rdweb

) 12) Connect to RemoteApp and click OK to accept the security warning.
G A wobsite is trying 1o run 2 RomoleApp program. Make sure that you trust the
publisher

before you connoct to run the program_

This RemoteApp program could harm your local or remaote computer. Make sure that you trust the publisher
before you connect to run this program

& Publisher. VHADVRAPP3 vha med va gov
v Type RemateApp program
Path RemateAccessEnroll -WindowStyle Hidden -Noninterach
Name: CAG OTP Soft-Token Enroliment
Remate computer VHADVRAPP3 vha med va.gov

"I Don'task me again for remote connections from this publisher

| Show Details connect ||[  cancer |

13) Authenticate with you VA PIV card: Click Switch User to select PIV certificate and enter PIN
for your PIV card to login.

lohn Q. User 123456 (affiliate)

[(EN—




14) Activate MobilePASS soft token. As shown below:

On desktop on VA Enrollment Porta

5.5: Esbard
Activation Code

[Enraliment Acthation

On mobile device in MobilePASS application

In MobilePAss Application

On VA Enrollment Portal

Step 5.1: Open the app and choose Manual Enrcllment
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Step 5.1° Start MobilePass

51 Ly
Sart
Maobil=PASS Ll Wk www 1n e bull Srrwns Lawim
dahadl Cikk an aoten balow ic Foregs yaur prrsonsl S .
Erroimant Todi i B0 paTie
whaw

Weer Rl
Pl | 3 0irde O T il

+W

Mote: You will be prompted to enter 3 Token Name.
The Token Mame field defaults to TokenMamel, but
you may enter a custom Token Mame if you wish.

Step 5.2: Policy String Generated
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Mote: Ensure that the policy string is entered
correctly on your mobile device. If entered
incorrectly the system will provide an activation
code but fail to connect to the CAG.

. . v
Step 5.4: Activation Code Generated
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Activetion Code
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Step 5.5 Enter Activation Code
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In MobilePASS Application On V& Enrollment Portal

Wait for “The MobilePAS55 token is successfully
erirolled”

Step 5.6: Configure your $-digit Mobil=P ASS5
PIN.
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It is important that wou validate the OTP. If
you are unable to validate, then repest this

S Return to the main menw and add the page
| toyour Favorites.

Step 5.7: Validate Token

Salectad Tokan:
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If the OTF token is not validated
successfully, please contact the Mational
Service Desk at 1-855-NSD-HELP [1-855-
673-4357) or by email at

MSDAPMSecurity @ va. gow




On the token page. dlick on the app
settings (circle with three dofts).

Your Passcode

56/333

Ml Paasode in 23 Secardi

F(L%TENE"T ARl

Click on Token Information.

Your Paseccsde

567333
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The Token information appears. Yerify that
the Policy string is 75816999,

.‘ Appdication Information

B Token Information

75816999
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Click here to log
on to the VA
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15) To access the Citrix Access Gateway, go to the following site:
https://vacagwest.vpn.va.gov/vpn/index home.html
Click on OTP Token icon to log in.

Domain is vha21\vhapalxxxxxx (vha21\your username)

VA Citrix Remote Access
When logging into this system you agree to the following:

e==ing a U.S. Government information system, which includes:

mputer network,
puters conn o

and storage media att:

k.

n system is provided fo

Unauthorized or imp use of this system may result in disciplinary
n, as well as civil an al penalties. By using this information

ou understand anc

no reasonable ex

government purpose monitor,
: tion or data transiting or stored
on thiz information system. A tions or data transiting or stored
on this information system mi e disclosed or used for any law ful
government purpose.

s regarding
ntact the VA
Option # [Please
ia email at NSD.

Domain\Username:

Domain Password:

Click the OTP
Token icon

If vou have any further guestions regarding Citrix Remote A
ntact the
Option # [P
option] or via email at

Domain\lsername:; Enter unique code

Domain Password: obtain from your

MobilePass App.
OTP Code:

If you have any further questions regarding Citrix Remote Access and associated resources, please
contact the VA Service Desk at 1-888-596-4357 or via email at VASD@va.gov.


https://vacagwest.vpn.va.gov/vpn/index_home.html

